FIG. 1 



DRM 
CLIENT 





RENDERER 




APPLICATION 











F I G. 2 



RENDERER 2 



APPLICATION 



REPRODUCTION START 
REQUEST SECTION 



11 



REPRODUCTION CONTROL 
REQUEST SECTION 



12 



REPRODUCTION 
TERMINATION 
REQUEST SECTION 



13 



CONTROL SECTION 



14 



F I G. 3 



IAPPLICATION REPRODUCTION REQUEST MESSAGE ' 



CONTENTS URI 



LICENSE ID 



RESOURCE ID 



F I G. 4 



APPLICATION TERMINATION 
...Ji!W S T_^?SAGE 

LICENSE ID 



1/1 1 



F I G. 5 



DRM CLIENT 3 
A 



21 



MOTION PICTURE 
RENDERER 



22 



HTML/STILL PICTURE 
RENDERER 




23 



RENDERER 



REPRODUCTION 
START CONTROL SECTION 



24 



REPRODUCTION 
CONTROL SECTION 



25 



REPRODUCTION TERMINATION 
CONTROL S ECT I ON 

CONTROL SECTION 



DRM CLIENT 3 



26 



APPLICATION 1 



FIG. 6 



: RENDERER REPRODUCTION REQUEST MESSAGE 



LICENSE ID 



RESOURCE ID 



FIG. 7 



I RENDERER TERMINATION REQUEST MESSAGE 



LICENSE ID 



USE OUTCOME INFORMATION 



F I G. 8 



USE OUTCOME INFORMATION 



FLAG TO INDICATE WHETHER OR NOT CONTENTS ARE TO BE USED 



TIME FOR WHICH CONTENTS ARE USED 



2/1 1 



1 



F I G. 9 



CONTROL 
SECTION 14 



CONTROL 
SECTION 14 



FIG. 10 



CONTROL 
SECTION 14 



FIG. 11 



USE SITUATION 
MANAGEMENT SECTION 



MOTION PICTURE RENDERER 



223 



DECRYPTION 
SECTION 



221 



DECODING SECTION 



222 



DECRYPTION 
SECTION 



CACHE SECTION 



231 



233 



DECODING SECTION 



HTML/STILL PICTURE RENDERER 



232 



23 



DRM CLIENT 




LICENSE STORING 




CONTROL 
SECTION 



£ 



3 s f 



REPRODUCTION REQUEST 
RECEPTION SECTION 




32 



USE CONDITION 
DETERMINATION 
SECTION 



1 



TERMINATION REQUEST 
RECEPTION SECTION 



USE SITUATION 
UPDATE SECTION 



34 



35 



36 



RENDERER 2 



RENDERER 2 



3/1 1 



FIG. 12 



LICENSE INFORMATION 



USE SITUATION INFORMATION 



* 

/ i 
/ i 
* i 



1 

LICENSE ID 


VALIDITY 


ID OF A USER 


USE CONDITION 


/ 


i 

USE TIME 


NUMBER OF 


USE 


PERIOD 


TO EE PERMUTED 


INFORMATION 




AND DATE 


TIMES USED 


TINE 



COMMON CONDITION 
INFORMATION 



MAIN RESOURCE USE 
CONDITION INFORMATION 



GROUP OF SUB RESOURCE 
USE CONDITION INFORMATION 



/ 1 
/ • 
/ i 
/ I 



8 



8 



8 



O 

£ 



iJLi 

oo 



SUB RESOURCE USE 
CONDITION INFORMATION 



FIG. 13 



SUB RESOURCE USE 
CONDITION INFORMATION 



8 



O 



I CLIENT REPRODUCTION RESPONSE MESSAGE ! 



RESOURCE 


CONTENTS KEY 


RENDERER USE CONDITION 


CLASSIFICATION 


INFORMATION 



FIG. 14 



I RENDERER USE CONDITION INFORMATION ; 



TIME UP TO AN END OF VALIDITY PERIOD 



WHETHER OR NOT QUALITY CONVERSION DURING REPRODUCTION 

IS PERMITTED 



LIMITATION ON AN ANALOGUE OUTPUT 



TOTAL AMOUNT OF TIME IN WHICH CONTENTS ARE USED 



WHETHER OR NOT THERE IS A LIMITATION GIVEN TO A 

NUMBER OF TIMES USED 



4/1 1 



START 




ACQUIRING A URI OF CONTENTS WHICH 
ARE REPRODUCTION OBJECT 



V 



ACQUIRING A LICENSE ID AND A 
RESOURCE ID WHICH CORRESPOND 
TO THE CONTENTS 



V 



CREATING AN APPLICATION 
REPRODUCTION REQUEST MESSAGE, 
WHICH CONTAINS A CONTENTS URI, 
A LICENSE ID AND A RESOURCE ID 



SlOl 



S102 



TRANSMITTING THE APPLICATION I S103 
REPRODUCTION REQUEST MESSAGE 

s 

S104 

END 




I 



5/1 1 



1 



FIG. 16 



START 



^ 

ANALYZING THE RECEIVED APPLICATION 
REPRODUCTION REQUEST MESSAGE 



v 



CREATING A RENDERER 
REPRODUCTION REQUEST MESSAGE 



S201 



V 



TRANSMITTING THE RENDERER 
REPRODUCTION REQUEST MESSAGE 



s 

S202 



RECEIVING A CLIENT 
REPRODUCTION RESPONSE MESSAGE 



S203 



ACQUIRING A CONTENTS KEY 



MAIN 
RESOURCE OR SUB 
.RESOURCE? 



S204 

K 
S205 



SUB RESOURCE 



MAIN RESOURCE 



S206 



STARTING CONTENTS REPRODUCTION 
BY USING THE CONTENTS KEY 



S207 



V 



DECODING SECTION REQUESTING 
DECRYPTION OF EZP FILE 



ACQUIRING AND DECRYPTING 
THE EZP FILE 



S209 



EXTRACTING 



S210 



V 



STORING EACH EXTRACTED FILE 
IN CACHE SECTION 



S211 



V 



ACQUIRING EACH FILE FROM THE 
CACHE SECTION AND DISPLAYING 

THE SAME 



S212 



S213 



CREATING A RENDERER REPRODUCTION 
RESPONSE MESSAGE, WHICH CONTAINS 
AN OUTCOME REGARDING THE 
STARTING OF THE REPRODUCTION 



TRANSMITTING A RENDERER 
REPRODUCTION RESPONSE MESSAGE 



c 



END 



S208 



S214 



6/1 1 



FIG. 17 




START 




RECEIVING A RENDERER 
REPRODUCTION REQUEST MESSAGE 



S301 



ANALYZING THE RENDERER 
REPRODUCTION REQUEST MESSAGE 




K 
S302 



SUB RESOURCE 



MAIN RESOURCE 



S303 



YES 



IS LICENSE 
LOCKED 



NO 



A 

S305 



S304 



V 



LOCKING THE LICENSE 



NO 




YES 



S306 



ACQUIRING A CONTENTS KEY 



CREATING A RENDERER USE CONDITION 



CREATING A CLIENT REPRODUCTION 
RESPONSE MESSAGE 



S311 



S307 

K 

S308 



CREATING A CLIENT REPRODUCTION 
RESPONSE MESSAGE, WHICH CONTAINS 
THE CONTENTS KEY AND THE 
RENDERER USE CONDITION 



V 



S309 



TRANSMITTING THE CLIENT 
REPRODUCTION RESPONSE MESSAGE 



c 



END 




S3 10 



7/1 1 




FIG. 18 



c 



START 




\ 


/ 


ACQUIRING A LICENSE ID 
CORRESPONDING TO A REPRODUCTION 

OBIECT 


\ 




CREATING A CONTROL REQUEST MESSAGE, 
WHICH CONTAINS THE LICENSE ID 


\ 


/ 


TRANSMITTING THE CONTROL 
REQUEST MESSAGE 


\ 





S401 




S402 



END 




S403 



FIG. 19 




START 



ANALYZING THE RECEIVED CONTROL 
REQUEST MESSAGE 



CONTROLLING THE CONTENTS 
REPRODUCTION 



s 

S501 



CREATING A CONTROL RESPONSE MESSAGE, 
WHICH CONTAINS AN OUTCOME RELATED 
TO THE REPRODUCTION CONTROL 



S502 



V 



TRANSMITTING THE CONTROL 
RESPONSE MESSAGE 



c 



END 



S503 



S504 



8/1 1 




FIG. 2 0 



START 



y 




ACQUIRING A LICENSE ID OF 
REPRODUCTION TERMINATION OBJECT 



\k S 

CREATING AN APPLICATION TERMINATION ' S601 
REQUEST MESSAGE, WHICH CONTAINS 
THE LICENSE ID 



S602 



TRANSMITTING THE APPLICATION 
TERMINATION REQUEST MESSAGE 

-X S603 

END 



9/1 1 



FIG. 2 1 




START 




\ 




ANALYZING THE RECEIVED APPLICATION 
TERMINATION REQUEST MESSAGE 


\ 




TERMINATING THE CONTENTS 
REPRODUCTION 



S701 



MAIN 
RESOURCE OR SUB 
RESOURCE? 



S702 
SUB RESOURCE 



MAIN RESOURCE 



V 



S703 



DELETING THE CONTENTS KEY 



CREATING USE OUTCOME INFORMATION 



S704 



CREATING AND TRANSMITTING A 
RENDERER TERMINATION REQUEST MESSAGE 



S707 



± 



S705 



RECEIVING AND ANALYZING THE CLIENT 
TERMINATION RESPONSE MESSAGE 



S706 



V 



CREATING A RENDERER TERMINATION 
RESPONSE MESSAGE, WHICH CONTAINS 
AN OUTCOME REGARDING THE 
REPRODUCTION TERMINATION 



TRANSMITTING THE RENDERER 
TERMINATION RESPONSE MESSAGE 



S708 



END 




S709 



10/1 1 



FIG. 2 2 




START 




V 



RECEIVING THE RENDERER TERMINATION 
REQUEST MESSAGE 



V 



ANALYZING THE RENDERER TERMINATION 
REQUEST MESSAGE 



V 



UPDATING LICENSE USE SITUATION IN 
CONFORMITY WITH THE USE 
OUTCOME INFORMATION 



RELEASING THE LOCK OF THE 
SPECIFIED LICENSE 



CREATING A CLIENT TERMINATION 
RESPONSE MESSAGE 



V 



TRANSMITTING THE CLIENT TERMINATION 
RESPONSE MESSAGE 



END 




S801 



S802 



S803 



S804 



S805 



S806 



1 1/1 1 



